ABSTRACT Milk is a highly perishable product, whose quality degrades while moving downstream in an imperfect cold dairy supply chain. Existing literature adopts a reactive approach for evaluating and preventing milk with a high microbial index from moving further downstream in a dairy supply chain. In this paper, we argue that such an approach is not the best response if the intention is to maximize milk life in terms of quality. We propose a proactive approach that monitors the metrics of the temperature and the level that are the building blocks of microorganisms in milk. This information is then used to determine the status at which the storage tank should hold the milk in accordance with standards. This status is then compared with the tank's actual status, and if they are different from one another, it will prompt the farmers to take the required preventive actions to manage the quality of milk. The developed proactive management of raw milk quality approach is modeled by using a rule-based system and machine learning techniques with a high level of accuracy. To test the validity of our approach and demonstrate its applicability, we apply it to a milk farm in Queensland, Australia.
I. INTRODUCTION
With the continuing application of big data and the Internet of Things (IoT) in different domains, ''Smart Farms'' are now a reality in the agri-sector. In the dairy sector, such farms are enhanced versions of traditional farms as they use realtime data to provide farmers with value added benefits. This has led farmers to gain valuable insights in a timely manner, leading them to efficiently exploit their available resources and increase both the quantity and quality of milk produced. Some other examples of such smart initiatives in dairy farms are:
• Automated monitoring of a milking process with the use of RFID tags to improve the yield and quality of milk [1] .
• Using robotic milkers to harvest milk without human involvement in the milking process. This has not only improved the quality of milk but also bolstered cows' health [2] .
• Determination of cows' health by monitoring their mobility when they are grazing, being milked and resting, by using IoT platforms and cyber-physical systems [2] , [3] as well as Wireless Sensor Networks (WSN) [4] .
• Real-time monitoring, early detection and prediction of disease in cattle using wireless sensor networks [5] , nano-sensors [6] and biosensors [7] , [8] .
• Feed management of cattle by improving the nutrient profile of the feedstock, monitoring hormone levels for improved fertility and also by adding of nano-scale digestive-aids for further feeding efficiency [6] .
• The use of calving alert and birth monitoring using temperature and pH sensors [9] .
• Monitoring fields' condition such as air and water quality in a dairy farm using the Internet of Nano Things (IoNT) [6] .
• Classifying cattle behaviour based on sensor data and machine learning algorithms to enhance genetic selection programs emphasizing more on the individual wellbeing and performance rather than a more traditional herd based approach [10] .
• Developing a milk yield prediction and analysis tool to help dairy farmers accurately predict future milk yield [11] .
Such efforts and initiatives on a dairy farm have, overall, helped the farmers to ensure that the produced milk is of high quality, disease free, and free from microorganisms. However, like any perishable product, it is crucial that the initial quality of the milk is precisely controlled and maintained prior to moving downstream in the dairy supply chain.
In the next section, we describe a dairy supply chain and the issues raised by the current reactive management of milk quality and then we explain why a proactive approach in managing the quality of milk is needed. Fig. 1 , shows an overview of the dairy supply chain which consists of the following stakeholders: 1) a dairy producer (farmer), 2) logistics transport provider (transporter), 3) processing unit where the milk is pasteurized, homogenized, converted and packed in accordance with the customers package shape requirements (processor), 4) the retailer, and 5) the end customer. Every stakeholder in a dairy supply chain has to satisfy the quality requirements in order for the whole chain to achieve its highest value. Our focus in this paper is on the initial stakeholders of farmers and transporters.
II. PROBLEM DEFINITION
In the dairy chain, different metrics are used in the literature to quantify and represent milk quality. For example, some approaches measure milk quality in terms of its nutritional value (such as fat and protein) [12] while some measure milk quality as the presence or absence of diseases in the milk [13] . A majority of works, [14] - [20] including this paper, quantify milk quality according to its bacterial index.
Irrespective of the quality metrics used, processors are increasingly demanding to receive milk of high quality from the farmers. This is due to rapid changes in the food supply patterns from small stores to large supermarkets, less frequent shopping cycles, and also export markets, dairy products with high quality standards and extended shelf life have recently become in demand [20] - [22] . Thus, for the processors to satisfy this need, they need high quality milk from the farmers.
The literature attempts to address this by using the notion of ''cold chain'' which is an uninterrupted temperature controlled transport and storage system for perishable goods [23] . While such a cold chain is beneficial, it reaches maximum efficiency only when the farmer manages the milk in such a way that its quality does not degrade beyond prescribed limits during the storage time (after it is milked and before it is collected by the transporter). The current literature does not consider this and, in most cases, the farmer manages the quality of milk in a reactive way after it is milked. We explain this further in the next sub-section.
A. EXISTING REACTIVE APPROACH TO MANAGE THE QUALITY OF RAW MILK
As the initial point of the dairy supply chain, farmers, having extracting fresh milk, use a temperature-controlled storage tank, to cool down the extracted raw milk. This is because cooling is the main means of slowing down the bacteria growth in the milk [24] . The temperature at which raw milk should be stored differs according to each continent's food safety legislations. For example, the European Union (EU) requires on-farm raw milk to be cooled down immediately (within 2 hours from the end of milking) so that its temperature stays below 8 • C, if the transporter collects the milk daily from farms. In the case of raw milk being collected on an alternate day basis, the temperature should not rise above 6 • C [25] . Food Standards Australia New Zealand (FSANZ)'s guidelines state that the milk should be cooled to 5 • C within 3.5 hours from the start of milking [25] . In the current structure of a dairy supply chain, transporters (milk tanker drivers) upon arriving at the farm, conduct a temperature test to check if that tank of milk is at the temperature indicated in the standard. In addition, the driver conducts senses tests before transferring the milk from the storage tank to the truck. The driver rejects the milk should it fail these tests [26] , [27] . After the milk is picked up, it is taken to the processor who performs a comprehensive analysis of the quality of the milk in terms of its bacterial count to see if it is acceptable for used. If the milk consignment has a high bacterial index, the processor will reject it. While the existing approach compels farmers to maintain milk quality in terms of temperature, it does so in a reactive way which leads to the following challenges:
• While conducting temperature and senses tests by the transporter at the farmer's pickup point may prevent incompatible milk of low quality from moving further downstream in a dairy supply chain, these tests are very subjective and prone to failure. In real world conditions, this has led to scenarios where the milk passed the temperature and senses tests, but was subsequently rejected by the processor. This has led to substantial financial loss for both the farmer and the transporter. According to a survey [4] , the majority of farmers (93.8%) had their milk rejected either once or twice per month by the processor.
• Relying on the testing of milk temperature at the pickup point does not guarantee that the milk was actually maintained at that temperature by the farmer after milking.
In other words, these tests do not guarantee that the milk is cooled down to the required temperature within the required time (3.5 hours after milking). It may be that the stored milk was brought to the accepted temperature range just before the scheduled pickup. Hence, relying solely on the tests at pickup does not guarantee acceptance by downstream stakeholders. To avoid this, a functionality is required by the transporter to check the whole cooling profile of the milk on a farm after it is milked. This is to ensure that the milk stored in the tank is not only cooled down according to the required temperature, but has not considerably fluctuated. Fluctuations in the milk temperature may occur for reasons such as electricity outage or the farmer neglecting to switch on the electricity while milk is entering to the tank. These scenarios may cause an increase in the milk's bacterial growth which cannot be identified at pickup point if the reactive approach of temperature and senses tests is taken directly before pickup.
• Undertaking the first comprehensive quality check at the processor is too late in the dairy supply chain to take any preventive actions to prolong the milk quality. In addition, deciding on the milk quality based on the microbial tests at the processor imposes a reactive approach to managing the quality of the milk since it is based on a symptom-driven approach rather than a root-cause-driven approach. For example, as shown in Fig. 2 , bacterial growth in milk can have many different causes. In the current reactive milk quality management approach, the focus is more on the symptoms (bacterial index) which is a representation of what has already happened to the milk from different causes. However, if the intention is to prolong the milk life and slow down the decay in its quality, apart from just measuring milk's bacterial count as its quality parameter, there should be a mechanism to also measure, monitor and control parameters such as the temperature and the duration of the time milk is stored at that temperature resulting in that bacteria. 
B. NEED FOR A PROACTIVE APPROACH TO MANAGE THE QUALITY OF RAW MILK
We argue that a reactive approach is not the best possible response if the intention is to prolong the milk life according to acceptable standards. We need a quality management process that assists farmers measure and manage the quality of milk as soon as it is milked. Furthermore, rather than measuring the bacterial index which represents the quality of the milk as a composite measure, we need to monitor and manage the building blocks which lead to that bacterial index. To this end, we propose online monitoring of different key factors that impact bacterial quality; which are the temperature and the time the milk is stored at that temperature. This will present a comprehensive picture of the milk quality from the first point of entering the tank to the end point of leaving the tank on a farm. By having such online monitoring, if there are any inconsistencies between the temperature of the milk in the tank and the standard temperature, then, preventive actions can be taken immediately by the farmer to rectify it. We term such an approach ''proactive management of milk quality'' which will be of great benefit for the farmer, transporter and processor due to their following unique requirements as follows:
• Farmers: The collection schedule of the transporter varies from being daily to alternate days depending on the optimal milk collection routes between farmer and processor [28] , [29] . Between any two pickups, farmers store the extracted raw milk in tanks as shown in Fig. 3 .
As there is no segregation in a tank's milk, raw milk, which is milked at different times, is mixed and stored. This implies that the rate of change in bacterial quality of the tank's milk is not in accordance with the freshness of each batch of milk but according to the overall quality of the milk in the tank. If a reactive approach is taken to manage a tank's milk, then there is a strong possibility of either the whole quantity of milk being rejected or its life reduced [30] , if actions to manage it are taken after the milk has deteriorated to a certain level. On the other hand, if a proactive approach to manage milk quality is used, it will then assist farmers to make smart predictive decisions towards maximizing the milk quality and achieving the maximum economic benefit from it.
• Transporter: As the collection schedule of milk varies and its quality is managed in a reactive way, it is possible that when the transporter delivers it to the processor, that may lead to milk rejection due to the high bacterial index which was not identified at the time of pickup. As shown in Fig. 3 , in such scenarios, the rejected milk is sent back to the farmer leading to the transporter and farmer experiencing an economic loss [31] , [32] . Being proactive in managing the milk quality will not only assist the farmer but also the transporter in avoiding such scenarios and ensuring that further bull whip effects such as milk shortages and loss in revenue downstream in the dairy supply chain are avoided. • Processors: If the processor is provided with highquality raw milk, it not only increases the processor's flexibility and efficiency in producing high-quality alternative dairy products, but also reduces the milk rejection in the processing plant. This is demonstrated by the fact that, processors are offering incentives to the farmer/transporter for providing higher-quality raw milk with microbial levels well below the regular healthbased limits [20] , [33] . This can be best achieved if a proactive approach to managing milk quality is adopted by the farmers that will benefit the processors. We propose in this paper, that such benefits can be realized through a proactive approach for managing milk quality. To the best of our knowledge, monitoring the impacting factors on the quality of the milk when it is stored on a farm and provide farmers with an opportunity to take preventive actions if required has not been addressed in the literature.
The paper is organized as follows. Section 3 discusses the related work from the literature. In Section 4, a conceptual framework for proactive management of milk quality using the sensor data is proposed. Section 5 discusses the methodology in detail. For validating the proposed approach, in Section 6, real world data from a farm located in Queensland, Australia is used as our case study. Section 7 concludes the paper with a discussion on future work.
III. RELATED WORK
There is a vast amount of research in the literature that focuses on evaluating and monitoring the quality of raw milk at different levels of a dairy supply chain. Such approaches range from early sanitation practices prior to and during the milking process in a dairy farm, to monitoring the temperature and bacterial count in the last stages of the dairy chain where milk and other dairy products are sold by retailers to customers. To justify the need and importance of a proactive approach in managing milk quality and also to highlight the gap that such an approach addresses, we discuss the existing literature in two broad categories:
A. BEFORE THE STORAGE OF RAW MILK ON A FARM
This category includes papers that focus on improving milk quality by taking preventive actions and applying sanitation practices before and during the milking process until it is stored on a farm. These papers achieved this by implementing on-farm management practices [16] , [18] , various hygiene practices such as sanitation prior to milking [34] or Hazard Analysis and Critical Control Points (HACCP) [35] . Implementation of modern dairy practices, as mentioned earlier can also be categorized in this group. Some examples include automated monitoring of a milking process [1] or using robotic milkers instead of labor [2] to harvest the milk.
However, our focus in this paper is to maintain and manage milk quality as soon as it is extracted and stored in a tank on the farm. Therefore, such researches are not considered within the scope of our work since they are more focused on quality management practices before the milk is stored. The initial assumption in our research is that, due to the implementation of high hygiene standards on the farms, the extracted warm milk is totally fresh with an unavoidable minimal bacterial contamination. However, if not properly managed, then the milk starts to decay [24] .
B. AFTER THE STORAGE OF RAW MILK ON A FARM
Some existing approaches from the literature represented in Table 1 , monitor and evaluate the quality of the milk right after it is picked up by the transporter until it reaches the retailers' store. As there are different stages in a dairy chain, for a better representation, we divide them as follows. Table 1 shows the particular stage/s which existing approaches address in managing milk quality. Column 3 in Table 1 shows the metric used by the approaches to measure and monitor milk quality (and dairy products). The following observations can be made from Table 1 .
• First, as seen in Column 3 of Table 1 , most of the papers in this category focus on determining the milk quality in terms of its bacterial count. While it gives a representation of its quality, as shown in Fig. 2 , such an approach is symptom-driven rather than root-cause driven. Thus, we need to monitor and manage parameters such as the temperature and the time (duration after milking) [14] , [50] , [51] for proactive management of milk quality. It should be noted that while temperature as a parameter is measured by some existing approaches in Table 1, this measurement is done from the pickup point and not as soon as the milk is extracted and stored in the tank.
• Moreover, none of the papers in Table 1 indicate continual monitoring of the temperature of the milk while it is stored in a tank. As mentioned earlier, such a random measurement of temperature does not guarantee that the quality of the milk in the tank is perfectly maintained until it is picked up. Considering the cooling as the main means of slowing down the bacteria growth in the milk [24] , if the cooling is not properly done, the bacteria will start to grow in the stored milk. While monitoring and preventing the milk (or other dairy products) with a high bacterial index moving downstream at each stage of the supply chain is of great importance, there is also a need for meticulously monitoring the whole cooling performance of the milk in the farmer's tank and taking proactive actions to ensure that it is cooled down according to the required standard. These observations will lead to the reactive management of milk quality. In order to overcome these challenges, the contribution of this paper is to offer a proactive approach for managing the quality of raw milk stored in the tank. By adopting a data-driven approach and using online monitoring to analyze the impacts of key factors such as storage temperature and time on bacterial quality of tank milk this is achieved. This guarantees that milk of high quality reaches the next steps in the supply chain and consequently provides the processor with a maximum milk life not only allowing more flexibility for handling raw milk and increasing efficiencies but reduces the risk of raw milk reaching bacterial levels of concern [20] . In the next section, we propose an approach for proactive management of milk quality.
IV. CONCEPTUAL FRAMEWORK FOR PROACTIVE MANAGEMENT OF MILK QUALITY: TOWARDS AN EARLY WARNING SYSTEM
The use of IoT devices in high risk industries such as the food supply chain has recently attracted much attention [52] . To monitor the cooling of milk which is stored in a tank, tanks are equipped with IoT sensors as shown in Fig. 4 , which can be accessed by the farmer as well as the transporter.
This enables both the farmer and the transporter to detect instances where the milk temperature is exceeding the relative standards (in this case the cooling curve) that could negatively impact milk quality and potentially lead towards the risk of milk rejection. To avoid this, preventive actions need to be taken by the farmer within a certain time frame after the detection of such an event. This can be done by developing an ''Early-warning system'' that is capable of notifying the farmer when the temperature values increase beyond the acceptable limits based on the milk cooling curve along with the recommended action to be taken. Fig. 5 shows the milk temperature and level along with the standard cooling curve.
Milking is defined as a process in which fresh milk from cows is extracted and stored in the tank. As mentioned in Section 2 and shown in Fig. 3 , a farmer can have more than one milking per day. As shown in Fig. 5 , there is an increase in the milk's level at the time of each milking. Thus two milkings can be identified in Fig. 5 . According to the milking pattern, the cooling curve is determined showing the temperature that the milk in the tank should not exceed. After the transporter picks up the milk, the level reaches zero. Recorded temperature in the tank by the sensors show occasions in which the registered temperature exceeds the cooling curve that requires action to be taken by the farmer as soon as possible to avoid the degradation of the milk quality. This is where the ''Early-warning system'' comes into play.
As shown in Fig. 6 , the pre-requisites for developing an early warning system requires capturing data and knowledge from two sources:
• Data in the form of critical information related to milk quality captured from the installed sensors in the tank.
• Knowledge captured from the domain expert relating to the milk's status in the tank and converted to a form required for modeling the system. Once the system is modeled, it can be used for proactive management of the milk quality. This first requires the early detection of events that may negatively impact milk quality followed by an early warning system, which recommends preventive actions to be taken.
In other words, an ''Early detection system'' allows the user to monitor and detect the milk temperature exceeding the standards of the cooling curve which increases the growth rate of bacteria beyond acceptable limits on the detection of such events. The ''Early warning system'' generates alarms for the farmer of risky situations and recommends proactive actions to be taken.
In this paper, the focus is towards developing an early detection system that is a pre-requisite for the early-warning system. To this end, the objectives are to first capture and transform the experts' knowledge and model it into an automated system. Thus, in the next section, the proposed steps for developing such an early detection system are explained.
V. METHODOLOGY: DESIGNING AN EARLY DETECTION APPROACH FOR MANAGING THE QUALITY OF RAW MILK USING DATA MINING TECHNIQUES
The steps for the proposed early detection approach for managing the quality of raw milk are explained and shown as Fig. 7 . Our proposed approach is composed of two phases:
Phase I, involves having an interactive relationship between a domain expert who understands the nature of the problem (e.g. a farmer) with a user who is going to model the domain expert's mind for further analysis. During Phase I, the user is trained in the basic knowledge required to determine what the current state of the tank should be in terms of the milking status, which dictates if early detection needs to be activated. In other words, the objective is to understand the relationships between the input parameters and the output variable and model it in the form of a rule-based system. Thus, this phase is called ''user training and knowledge modeling''.
The output of Phase I is used as a training set for a machine learning algorithm in Phase I where the objective is to automatically process the extracted information and classify it into associated classes and deal with instances where the input data is missing, which leads the rule-based approach to not work in such scenarios.
A. PHASE I: USER TRAINING AND KNOWLEDGE MODELING
The objective of this phase is to model the knowledge in an expert's mind who has a general, clear understanding of the status to happen in the tank throughout a whole milking cycle. Modeling such information involves forming an interactive relationship between the expert and the user. This enables the user to capture the required assumptions to model the problem. As shown in Fig. 7 , this phase is composed of three stages described as follows.
1) STAGE 1. GETTING TO KNOW THE SYSTEM UNDER STUDY
The focus of the user at this stage is to become familiar with the milking cycle and the resulting events. A ''milking cycle'' is defined as a sequence of multiple recordable ''events'' starting from an empty, clean tank ready for the first milking to the time the tank is next cleaned. Between these two instances of tank cleaning, there are multiple other represented events in a milking cycle. These events with their semantics description need to be defined by the experts. Semantics defined should be clear and able to distinguish when an event ends and the next starts. Table 2 represent a set of events, and associated semantics for each event along with their assigned labels, respectively in a milking cycle.
2) STAGE 2. DEVELOPING AND EVALUATING THE RULES
Once the different events in a milking cycle are defined, the expert is then asked to label a selected sample of critical data captured according to the events they satisfy as shown in Table 3 . This set of data is formed as a benchmark data. The last two columns of Table 3 represent the corresponding events and labels determined by an expert to the benchmark data.
To explain the labeled data in Table 3 , this milking cycle starts when the tank is ''Empty'' followed by a ''Milking'' event in which the level rises to 16% of the tank capacity. Then, there is no increase in the level called ''Constant'' until the second ''Milking'' happens in which the level increases to 23%. Again, the level is ''Constant'' until the transporter picks up the milk from the tank which is determined as ''Logistics Pickup''. The last event before ''Empty'' is ''Cleaning'' of the tank with hot water in which the temperature rises for cleaning purposes.
Having such benchmark data with their corresponding labels enables the user to model the expert's knowledge in the form of If-Then rules. An example of these rules is as follows:
(
If Level is ''fixed'' and Temp is ''fixed'', Then label is ''C''. As can be seen from the above rules, the meaning of statements such as ''increasing'', ''fixed'' or ''sudden drops'' cannot be determined by just looking at an individual data point, but by considering a sequence of data points. As a result, the above rules are revised to consider such a sequence of data points:
1) If Level t−2 > Level t−1 > Level t Then label is ''M''. (2) If Level t−2 = Level t−1 = Level t & Temp t−2 =
Temp t−1 = Temp t , Then label is ''C''. After forming the If-Then rules, they need to be evaluated to determine accuracy in the labeling of input data. For this purpose, the rules are hard-coded and tested on the benchmark data already labeled by the expert. If the labeling accuracy on benchmark data was greater than a given threshold (λ), it indicates that the rules are well designed for the conversion of the knowledge in the expert's mind to a structured format of If-Then rules. It also implies that, if required, the user is now well trained and qualified to annotate a partial dataset.
After the user completed the labeling, the accuracy of the rule-based model on the whole data set under study also needs to satisfy a given threshold (γ ), as shown in Fig. 7 .
However, in case the accuracy of the whole data set is below the threshold (γ ), the user had to re-label the data and remake the rules and subsequently, the accuracy of the rules on the whole data needs to be tested again to determine if they satisfy the given threshold. If it does not, then the domain expert needs to be consulted to retrain the user.
It should be noted that while labeling a big set of temporal data is a labor-expensive, time-consuming task, it is required at this step to have a complete set of labeled data which is going to be used for both the evaluation of the developed rule-based model on the whole data set as well as for training machine learning algorithms as explained in Phase I.
3) STAGE 3: IMPROVING THE RULES
In case the accuracy of the rule-based model in Stage 2 was not satisfying, it is required that a meeting with the expert be held to discuss mis-labeled data instances. The reason being that there might be some rules or even some new events that have not been considered in the model. To capture that during the retraining process, the strategy of ''sequencing'' can be used to improve the accuracy. The approach here is to first consider another strategy that suggests ''using more time lags'' in developing the rules before considering sequencing. These two strategies are discussed below.
4) STRATEGY 1: IMPROVING THE RULES USING MORE TIME LAGS
Since data recorded by the sensors are time-based and sequential, a combined sequence of data points is required to make a firm decision about the current event. The number of sequential data points considered in developing each rule may vary depending on how the values of input features (level and temperature) are changing during each event. However, while more data points make the rules more complex, they can usually improve the rules and help in getting more accurate results.
Therefore, to improve the accuracy of rules, we make use of more data points (time lags) in developing the rules. This can especially improve the determination of labels in those periods when the changes in input features are not logical. For instance, when a milking event is in progress, there might be an occasion where the level of milk stops increasing for a few points due to a break in the milking process. To capture such events and in order to avoid confusion between a Milking event with a Constant one, more data points should be considered in developing the associated rules for the Milking.
5) STRATEGY 2: IMPROVING THE RULES USING THE NOTION OF SEQUENCING
As shown in Table 3 , the relationship between data recorded by the temperature and level sensors and the corresponding label are not logical, leading to an inconsistency between what measurements are shown and what the assigned label is. In other words, there can be noise in the recorded data. For instance, from Table 3 , while the percentage of milk level in the tank is unchanged from reading # 4 to 5 which is (6%), the label is still ''M''. The same thing happens for readings #9 and 10. This is determined by seeing an increased level in the next few readings that indicate the milking is still in progress. Such difference in the time lags should be considered while developing the milking rules. Inversely, the same thing can be observed for readings #15-16 and #20-21. While the labels indicate the milk level is Constant, there are fluctuations in the level of the milk. Therefore, to capture such scenarios, rules should be revised in such a way that ignores these fluctuations due to noise. Consequently, two types of changes can be observed in the data:
• Changes in inputs that indicate a transition from one label to another. For example, to move from ''Constant'' to ''Milking'', (1) can be revised as the following for which the variation in the level, between the current point and either one, two or three previous lags is considered to be at least 3 units.
• Changes in inputs that do not lead to a transition from one label to another. Given the noise happening in data coming from the IoT sensors and devices, the rules should be modified to consider the allowed range of changes for the values of features under which the label should not change. Since these changes do not indicate a transition from one label to another, they are called ''allowed range of changes''. Considering these allowed range of changes in developing the rules, (2) can be revised as follows:
The user should determine an allowable range of changes by having a look at the data in consultation with the expert.
6) SEQUENCING MATRIX
To revise the rules by taking time changes and the allowed range of changes, a notion of sequencing between events comes into play and a binary n * n sequencing matrix can be accordingly arranged. Such a matrix is used to represent a binary relationship between two events in a given milking cycle with the total of n events. The entries of S are defined as follows:
S ij = 0 if the move from i to j is permitted, 1 if the move from i to j is not permitted.
For example, sequencing matrix for the data in Table 3 is as follows: Sequencing of events should consider all permitted movements from one event to another in a milking cycle. Thus, the rules should be extended and revised with respect to the sequencing matrix in such a way that every element of a ij = 1 in matrix S is covered by associated rules.
After revising the rules, they are again evaluated based on the benchmark data as represented in Fig. 7 to see if the resultant accuracy is acceptable.
At the end of Phase I, a set of labeled data enables us to train a machine learning algorithm which is going to be used to complement our developed rule-based model.
B. PHASE I: DEVELOPING A MACHINE LEARNING-BASED CLASSIFIER FOR AUTOMATIC LABELING OF DATA
At the completion of Phase I, a historical unlabeled set of data from a tank can be automatically labeled to an event in a milking cycle with high accuracy. However, as the objective in proactive management of milk is to assign a label in a realtime mode, the rule-based system has some drawbacks when applied to an online real situation: 1) To determine the label of a current data point, some previous points (lags) are used to acquire a more accurate label. This results in some delay in making the current label available which can further result in delays in taking proactive action towards a risky occasion if needed. 2) In many applications, for data coming from the IoT sensors and devices, scenarios such as mis-recording and false measurements [53] are possible. This causes the rule-based system to be ineffective as it cannot deal with such scenarios. In order to address these drawbacks, by using several machine learning techniques in Phase I, a classifier is developed that gives labels based on the input. Therefore, using our developed rule-based model, we automatically determine the labels for a set of data which is going to be used as a training set for finding the corresponding class (labels) for online unseen data (testing set) in the classification problem. This will help suppliers in monitoring the milk cooling performance on the farm at any point in time.
1) STEP 1: DATA PREPROCESSING AND FEATURE SELECTION
As a preprocessing step in machine learning problems, feature selection is very crucial in reducing dimensionality, removing irrelevant data and finally improving the classification accuracy [54] . Since If-Then rules are developed based on the features measured by the installed sensors, our selected features in this phase are the milk temperature and the level. Thus, the objective of this phase is to classify the data in one of the identified milking events determined in the previous steps.
Other preprocessing steps may include removing missing values for which the sensors fail to record measurements and removing out-of-range values such as negative measurements for the ''level (%)'' in order to avoid producing misleading results.
After the preprocessing step, data is divided into two sets; training and testing. Training data is used for model training while the testing data (without labels) is used as a measure of how well the classification algorithm performs on unseen data.
2) STEP 2: EXPLORING THE BEST MACHINE LEARNING ALGORITHM
In this step we compare the performance of typical machine learning algorithms on our milking data set. The objective is to find the best algorithm with the highest accuracy (lowest error rate) on testing data. To nullify the effect of different scales of input parameters used in the model, Mean Absolute Percentage Error (MAPE) is used to measure the accuracy. MAPE is measured by:
Ensemble methods can also be considered and compared with single classifiers. This is due in some cases to ensemble methods such as bagging or boosting can perform better than single classifiers due to their committee structure which enables ensemble methods to utilize an agreement between several individual classifiers and vote on the classification of testing data [55] .
In the next section, we discuss a real world case study to evaluate the practicality of our proposed early detection methodology.
VI. CASE STUDY: MONITORING THE STATUS OF ON-FARM MILK USING REAL WORLD DATA
The Queensland, Australia, farm under study currently has one active tank equipped with sensors as shown in Fig. 4 . This device is a cloud-based system composed of a controller and a sensor. Every six minutes, a record is registered which contains the following input parameters: 1) Temp: measures the temperature of milk currently in the tank. 2) Level: measures the percentage of the tank that is filled with milk. 3) Since the data being registered is sequential, date and time are also recorded. To monitor the status of milk stored in the tank and proactively manage it to comply with regulations, the following events as outputs need to be accurately recognized from the input stream of data being captured:
• The commencement and termination of the milking process (Milking)
• Logistics pickup • Tank cleaning For the particular farm under study, milking into the tank happens two times a day; morning and afternoon. Logistics pickup happens either on a daily or alternative basis depending on the plan scheduled by the logistics company, which depends on the average milk production per farm. Therefore, the number of milkings before the logistics pickup is either two or four times. Thus, by monitoring the input parameters of the level and temperature, we aim to determine the output parameter which is the status of milk in the tank with high accuracy.
A. PHASE I: USER TRAINING AND KNOWLEDGE MODELING 1) STAGE 1. GETTING TO KNOW THE SYSTEM UNDER STUDY In order to get to know the following domain knowledge, several meetings were held:
• General requirements for the on-farm milk that should be met by the farm,
• Knowing the processes and procedures happening throughout a milking cycle in order to identify the events,
• Working of sensors During this project, both face-to-face and online meetings were held with one of the experts from the logistics provider. This created a friendly environment for the expert to share his knowledge and also for the researchers (users) to ask their questions and share their findings as the project proceeded.
According to the discussion with the expert, five events were identified throughout a milking cycle as shown in Table 4 , with a description of their semantics.
216 benchmark data were selected out of almost 16000 data instances from the whole data set under study. Benchmark data to be labeled by the expert includes all the events defined in Table 4 and were selected from a whole milking cycle.
2) STAGE 2. DEVELOPING AND EVALUATING THE RULES
Benchmark data was sent to the expert to be labeled according to the defined labels in the previous stage. Due to space limitations, sample benchmark data with its associated labels from the farm under study can be found in the electronic version of the paper.
Having benchmark data with their corresponding label, the basic If-Then rules were developed which are shown in Table 5 . For this study, accuracy thresholds i.e. (λ) and (γ ) were selected as 90%. In developing the rules at this stage, only one previous lag (reading happened at time t − 1) was considered to determine the label at time (t):
In Table 5 , x and y are variables used to respectively show the changes in the level and the temperature of milk. According to rule 2, if Level t < Level t−1 and Temp t = Temp t−1 then the event is pickup. It can also be observed from the table that some of the rules, for example, rule #1 events/ labels are not determined conclusively indicating that the current information used is not sufficient to make a firm decision. It indicates that the knowledge obtained from the process is still not sufficient to make a final decision about the labels of some data instances. Also, as can be seen from Table 5 , some scenarios, (for example, #7) are not expected to happen according to the processes happening in a milking cycle in this study.
In order to see how accurate the primary rule-based model is performing in labeling the benchmark data, the rules are implemented in Matlab software. The accuracy of the rules in Table 5 is 76.5% which is less than λ = 90%. The accuracy is determined by the total percentage of the labels, which are correctly determined by the rules in comparison with the labels determined by the expert. However, the accuracy is not promising and indicates the weakness of the rules in translating expert knowledge. As also shown in Fig. 7 , to improve the rules in order to achieve greater accuracy, we move to Stage 3.
3) STAGE 3: IMPROVING THE RULES
A meeting was conducted with the domain expert where the misclassified instances were discussed to see how the rulebased system could be revised to avoid these instances being incorrectly classified. It was observed that a new event needed to be defined to consider points in time when the logistics pickup is complete but cleaning has not yet started. This event is called 'Delay in cleaning' which is different from the 'Cleaning' event where in the 'Cleaning' the temperature has an increasing trend while during the 'Delay in cleaning' event, the temperature is almost unchanged (below 5 C). Therefore, another event was added to the previous defined events. Although at this stage, there is no milk whose quality may be affected, the overall accuracy of the system is being impacted due to the incorrect classification of the event. Hence, a new event was designed.
Also, improvement was made in terms of both adding extra time lags to the developed rules as well as involving the notion of sequencing between events as suggested in improving strategies in the methodology. These are discussed in greater detail.
4) STRATEGY 1: IMPROVING THE RULES USING MORE TIME LAGS
It is beneficial to use more time lags in developing the rules as suggested in Strategy 1 due to the following issues seen in the data:
• During a ''Milking'', sometimes there is a break that results in the level of milk to halt for a few data points. This description is similar to the semantics of a ''Constant'' event and the two might be confused.
• When moving from the event of ''Constant'' to ''Milking'', there is usually a time lag of one reading before the level increases which results in the delay of recognizing the ''Milking'' event. This is due to the technical design of the sensors that are based on a change in the pressure of liquid in the tank.
• When the milk status is ''Constant'', there are some occasions in which the level goes down significantly. Fig. 9 represents a sample from a milking cycle with two ''Milking'' events and a ''logistics pickup'' happening at the end of the curve. As can be seen after the second milking, the level suddenly decreases. Initially, it might be confused with the ''Logistics pickup'' but as the next data points come through, it turns out to be related to the cooling system since the milk goes out from the tank to a VOLUME 6, 2018 refrigerated tank to be cooled down and then comes back again to the tank. This results in the volume of milk in the tank to be underestimated by the sensor. Therefore, we decided to include a maximum of three time lags, whenever needed, in our rule-based model.
5) STRATEGY 2: IMPROVING THE RULES USING THE NOTION OF SEQUENCING
Using the notion of sequencing as suggested by the second improvement strategy is also helpful for improving the rules due to the following reasons:
As previously discussed, there is noise in the recorded data. For example, as shown in Table 3 , when the milk is ''constant'', there are still some fluctuations in the level of milk. These ''allowed range of changes'' as discussed in the methodology, need to be differentiated with the changes occurring due to a transition from one event to another. This can be done using the notion of sequencing as discussed in improving Strategy 2 in the methodology. Thus, the sequencing flowchart can be represented as shown in Fig 10 . Below is the sequencing matrix corresponding to the above sequencing flowchart. In this matrix, 1 indicates the sequencing that is allowed while 0 indicates the sequencing that is not permitted. 
Consequently, 14 different transitions between events are possible as shown in Fig. 11 . Thus, each of these transitions between events should be separately considered in developing the rules.
By revising the rules based on both strategies, 14 final rules resulted and are listed in Table 6 .
The revised rule-based model was able to correctly determine the labels for all benchmark data (Accuracy = 100%). Thus, the model is ready to be used for determining the labels for the whole data set by the user as they are qualified to label the rest of the data manually.
The accuracy of the rule-based model on the whole data set was 99%, which is very promising. This indicates that the model is capable of labeling a previously unlabeled set of data with high accuracy. The labeled data set is used in the next step.
The developed rule-based model would assist the farmer in the early detection of the events when both input variables are available. However, in scenarios where input is either missing or viewed as an outlier, the rule-based system may not give an accurate label. To overcome that in the next phase, we propose a machine learning based classifier by using different algorithms.
B. PHASE I: DEVELOPING A MACHINE LEARNING-BASED CLASSIFIER FOR AUTOMATICALLY LABELING DATA
We use the training data labeled by the rule-based model as a training set to find the best machine learning algorithm by which the online IoT data coming from the sensor could be classified accurately in one of the identified events in a milking cycle.
1) STEP 1: DATA PREPROCESSING AND FEATURE SELECTION
For some data points, when the tank is empty, the value for the ''level'' was recorded as a small negative value, which was changed to zero due to out-of-range values. 80% of all data was used for training and the remainder used for testing.
2) STEP 2: EXPLORING THE BEST MACHINE LEARNING ALGORITHM
For classification purposes, Weka machine learning workbench was used. Twenty-one typical machine learning algorithms from six different categories were trained based on the training set and evaluated on the testing set. Results are summarized in Table 7 . In this table, bold numbers represent the best results. As can be seen, the greatest accuracy is achieved by Hoeffding (91.5%) and c4.5 (91.1%) from ''Decision trees'' category and also ANN (91.2%) from ''Functions'' category. Ensemble methods which utilize an agreement between several individual classifiers have generally produced good results (except for ''Voting'') though their accuracy is not the best achieved.
Consequently, using the proposed early detection system, we are able to automatically determine each event in a milking cycle with a high accuracy of 91.5%. This will help farmers monitor the milk cooling performance on a farm at any point in time as well as transporters in monitoring the milk quality stored on a farm and deciding in advance if it is likely to be unacceptable for pickup. However, instead of taking a reactive approach as utilized in earlier literature, the privilege of the proposed methodology is that it takes a proactive approach by designing an early detection system. In fact, this methodology is mutually beneficial for both farmers and transporters.
VII. CONCLUSION AND FUTURE WORK
Existing literature on milk quality is quite vast. The focus is more on a reactive approach of evaluating the quality based on the bacterial index and preventing milk with a high bacterial index from moving further downstream in a dairy supply chain. In this paper, we argue that it is not the best possible response if the intention is to maximize the milk life and slow down the decay in its quality. To this end, we have developed an early detection system by using IoT data to automatically determine the events in a milking cycle with high accuracy.
As discussed in the conceptual framework, the goal of our future research is to propose an early warning system using the present early detection system for proactive management of milk quality. As shown in Fig. 6 , an early warning system enables the farmer to receive highly accurate alarms in case a particular action is required.
